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	This CR's revision history:
	- Observation period is renamed to target period for all occurences, including for new clauses in this revision (6.5.3, 6.6.3, 6.6.4, 6.7.2.3, 6.7.3.3).
- Further changes in 6.2.1.

- "A Target period indicates the time period for which the statistics or prediction are requested" replaced by "A Target period indicates the time period over which the statistics or prediction are requested"


FIRST CHANGE
6.1.3
Contents of Analytics Exposure

The consumers of the Nnwdaf_AnalyticsSubscription or Nnwdaf_AnalyticsInfo service operations described in clause 7 may provide the following input parameters listed below.

-
A list of Analytics ID(s):

-
Analytics Filter Information. That indicates the conditions to be fulfilled for reporting Analytics Information. This set of parameter types and values enables to select which type of analytics information is requested (e.g. subset of all available analytics produced by NWDAF for the given Analytics ID value) and may in addition indicate a maximum number of results expected.

-
Target of Analytics Reporting: indicates the object(s) for which Analytics information is requested, entities such as specific UEs, a group of UE(s) or any UE (i.e. all UEs). 

-
A Notification Target Address (+ Notification Correlation ID) as defined in TS 23.502 [3] clause 4.15.1, allowing to correlate notifications received from NWDAF with this subscription.

-
Analytics Reporting Information with the following parameters:

-
Analytics Reporting Parameters defined in Table 4.15.1-1, TS 23.502 [3].

-
Analytics target period: time interval [start..end], either in the past or in the future, expressed as positive or negative offsets to the present. An Analytics target period in the past is a request for statistics. An Analytics target period in the future is a request for predictions. 

-
Preferred level of accuracy of the analytics (e.g. Low/High).

-
Time when analytics information is needed (if applicable). If the time is reached the consumer does not need to wait for the analytics information any longer, yet the NWDAF may send an error response to the consumer, applicable to Nnwdaf_AnalyticsInfo_Request service operation.

NOTE:
The feasibility of the parameter "Time when analytics are needed" will be checked by stage 3.

The NWDAF provides the consumer the Nnwdaf_AnalyticsSubscription or Nnwdaf_AnalyticsInfo service operations described in clause 7, the output information listed below:

-
The Notification Correlation Information.

-
For each Analytics ID the analytics information in the requested Analytics target period.

-
In addition, the following additional information:

-
Timestamp of analytics generation, which allows consumers to decide until when the received information shall be used. For instance, an NF can deem a received notification from NWDAF for a given feedback as invalid based on this timestamp;

-
Validity period, which defines the time period for which the analytics information is valid. 

-
Probability assertion: level of certainty, degree of confidence in statistics/prediction.
NEXT CHANGE
6.2.1
General

The Data Collection feature permits NWDAF to retrieve data from various sources (e.g. NF such as AMF, SMF, PCF), as a basis of the computation of network analytics.

All available data encompass:

-
OAM global NF data,

-
behaviour data related to individual UEs or UE groups (e.g. UE reachability), and pre-computed metrics covering UE populations (e.g. number of UEs present in a geographical area), per spatial and temporal dimensions (e.g. per region for a period of time),

-
other NF data available in the 5GC (e.g. NRF)

The NWDAF shall use at least one of the following services:

-
the Generic management services as defined in TS 28.532 [6] offered by OAM in order to collect OAM global NF data.

-
the Exposure services offered by NFs/AFs in order to retrieve behaviour data and other non-OAM pre-computed metrics.

-
Other NF services in order to collect NF data (e.g. NRF)

The NWDAF shall obtain the proper information to perform data collection for a UE or group of UEs:

-
For an analytics ID, NWDAF is configured with the corresponding NF Type(s) and/or event ID(s) and/or OAM measurement types.
-
NWDAF shall determine which NF instance(s) of the relevant NF type(s) are serving the UE or group of UEs, optionally taking into account the S-NSSAI(s) and area of interest as defined in clause 7.1.3, TS 23.501 [2].

-
NWDAF invokes Nnf_EventSubscribe services to collect data from the determined NF instance(s), and/or triggers the procedure in clause 6.2.3.2 to subscribe to OAM services to collect the OAM measurement.

The NWDAF shall be able to discover the metrics supported by a NF.

Data collection procedures enables the NWDAF to efficiently obtain the appropriate data with the appropriate granularity.
When a request or subscription for statistics or predictions is received, the NWDAF may not possess the necessary data to perform the service. 

-
Data on the monitoring period in the past matching the Analytics target period is necessary for the provision of statistics and predictions.

-
Data on longer monitoring periods in the past is necessary for model training.

Therefore, in order to optimize the service quality, the NWDAF may undertake the following actions:

-
The NWDAF may return a probability assertion as stated in 6.1.3 expressing the confidence in the analytics produced. With zero confidence, no analytics shall be returned. This confidence is likely to grow in the case of subscriptions.

-
The value of the confidence depends on the level or urgency expressed by the parameter "time when analytics information is needed" as listed in clause 6.1.3, the parameter "preferred level of accuracy of the analytics" as listed in clause 6.1.3, the availability of data. If no sufficient data is collected to provide an estimation for the requested level of accuracy before the time deadline, the service shall return a zero confidence. Otherwise, the NWDAF may wait until enough data is collected before providing a response or a first notification.
-
In order to be prepared for future requests on statistics from NFs/OAM, the NWDAF, upon operator configuration, may collect data on its own initiative, e.g. on samples of UEs (e.g. mobility), and retain the data collected in the data storage.


The volume and maximum duration of data storage is also subject of operator configuration.
The NWDAF may decide to reduce the amount of data collection in case of high signalling load, by either prioritizing requests, reducing the duration of data collection, or the sampling ratios.

NEXT CHANGE
6.5
NF load analytics

6.5.1
General

The clause 6.5 describes how NWDAF can provide NF load analytics, in the form of statistics or predictions or both, to another NF.
The service consumer may be an NF, or the OAM.

The consumer of these analytics shall indicate in the request:

-
Analytics Id set to "NF load information";
-
The Target of Analytics Reporting;
-
Analytics Filter Information: an optional list of Instance IDs;
-
An Analytics target period indicates the time period over which the statistics or predictions are requested;
-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.

The NWDAF shall notify the result of the analytics to the consumer as indicated in clause 6.5.3.
If the NF Instance IDs are provided, the NWDAF shall provide the analytics for each designated NF instance. In such case the Target of Analytics Reporting should be ignored. Otherwise, the NWDAF shall use the specific UE ID to determine which instances (AMF, N3IWF, SMF and PCF) are serving this specific UE.

NOTE:
The list of possible instances is limited to AMF, N3IWF, SMF and PCF.
NEXT CHANGE
6.5.3
Output analytics

The NWDAF services as defined in the clause 7.2 and 7.3 are used to expose the analytics.
-
Load statistics information is defined in Table 6.5.3-1.

Table 6.5.3-1: NF load statistics 
	Information
	Description

	List of resource status (1..n)
	List of observed load information for each NF instance

	> Instance ID
	Identification of the NF instance

	> NF status
	The availability status of the NF on the Analytics target period, expressed as a percentage of time

	> NF resource usage
	The average usage of assigned resources (CPU, memory, disk)

	> NF load
	The average load of the  NF instance over the Analytics target period 

	> NF peak load (optional)
	The maximum load of the NF instance over the Analytics target period


-
Load predictions information is defined in Table 6.5.3-2.

Table 6.5.3-2: NF load predictions
	Information
	Description

	List of resource status (1..n)
	List of predicted load information for each NF  instance

	> Instance ID
	Identification of the NF instance

	> NF status
	The availability status of the NF on the Analytics target period, expressed as a percentage of time

	> NF resource usage
	The average usage of assigned resources (CPU, memory, disk) 

	> NF load
	The average load of the  NF instance over the Analytics target period 

	> NF peak load (optional)
	The maximum load of the NF instance over the Analytics target period

	> Confidence
	Confidence of this prediction


NOTE:
The variations on per-instance NF load and resource usage could be influenced by the number of running NF instances in addition to the load itself.

NEXT CHANGE
6.6
Network Performance Analytics

6.6.1
General

Network Performance Analytics provides either statistics or predictions on the load in an Area of Interest; in addition it may provide statistics or predictions on the number of UEs that are located in that Area of Interest.

The service consumer may be an NF (e.g. PCF, NEF, AF), or the OAM.
The consumer of these analytics may indicate in the request:

-
Analytics ID set to "Network Performance".

-
Target of Analytics Reporting containing either a UE, or Internal Group Identifier that refers to the group for which the analytics on the number of UEs that are located in the Area of Interest at the time indicated in the Analytics target period is requested.

-
Analytics Filter Information containing: 

-
Optional maximum number of results, 

-
Area of Interest (list of TA or Cells) which restricts the area in focus (mandatory if Target Of Event Reporting is set to "any UE", optional otherwise), 

-
An Analytics target period indicates the time period over which the statistics or prediction are requested; and

-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.

The NWDAF notifies the result of the analytics to the consumer as indicated in clause 6.6.3.

NEXT CHANGE
6.6.3
Output Analytics

The NWDAF shall be able to provide both statistics and predictions on Network Performance.

Network performance statistics are defined in Table 6.6.3-1.

Table 6.6.3-1: Network performance statistics
	Information
	Description

	List of performance information (1..max)
	Observed statistics during the Analytics target period

	> Area subset
	TA or Cell ID within the requested area of interest


Network performance predictions are defined in Table 6.6.3-2.

Table 6.6.3-2: Network performance predictions

	Information
	Description

	List of performance information (1..max)
	Predicted analytics during the Analytics target period

	> Area subset
	TA or Cell ID within the requested area

	> gNB resource usage
	Usage of assigned resources (CPU, memory, disk) (average, peak)

	> Number of UEs
	Number of UEs predicted in the area

	> Communication performance
	Ratio of successful setup of PDU Sessions

	> Mobility performance
	Ratio of successful handover

	> Confidence
	Confidence of this prediction


The NWDAF provides Network Performance Analytics to a consumer that includes the load in the area of interest and the number of UEs located in the area of interest or both at the time requested by the consumer in the Analytics target period:

-
Analytics ID set to "Network Performance".

-
Notification Target Address including the address of the consumer.

-
Notification Correlation Id, for the consumer to correlate notifications from NWDAF if subscription applies.

-
Analytics specific parameters including the load in the Area of Interest and the number of UEs in the Area of Interest, at the time indicated in the Analytics target period.
NEXT CHANGE
6.6.4
Procedures
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Figure 6.6.4-1: Procedure for subscription to network performance analytics

1.
The NF sends Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_AnalyticsInfo_Request (Analytics ID="Network Performance", Analytics Filter="Area of interest" or "Area of interest" and "Internal Group Identifier", Analytics target Period(s)) to the NWDAF.

2a-2d.
The NWDAF discovers from NRF the AMF(s) belonging to the AMF Region(s) that include(s) the Area of Interest and subscribes to NF load information from NRF about these AMF(s).

3a-3b.
The NWDAF subscribes to OAM services to get the load information on the Area of Interest, following the procedure captured in Clause 6.2.3.2.

Editor's note:
The exact SA WG5 service, granularity (NF, eNB) and measurement or KPI that are used for load.

4a-4b.
The NWDAF collects the number of UEs located in the Area of Interest from AMF using Namf_EventExposure_Subscribe service, including the Target Event Reporting provided as an input parameter (i.e. any UE or Internal Group Identifier).
Editor's note:
An Event ID such as "Number of UEs present in a geographical area" needs to be added to TS 23.502 [3] clause 5.2.2.3.1, as currently this Event ID is only specified for NEF.
5.
The NWDAF derives the requested analytics.

6.
The NWDAF sends Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response (one or more instances of the n-tuple (Load in Area of Interest and number of UEs, timestamp) SubscriptionCorrelationId, Probability of assertion).

7-8. A change of network performance information, i.e. change in the load in the area of interest at the observed period, is detected by OAM, or a change in the NF load information is reported by NRF, and is notified to NWDAF.

9.
The NWDAF derives new analytics based on the most recent data collected.

10.
The NWDAF provides a notification using Nnwdaf_AnalyticsSubscription_Notify (one or more instances of the n-tuple (Load in Area of Interest and number of UEs, timestamp) SubscriptionCorrelationId, Probability of assertion.

NEXT CHANGE
6.7.2
UE mobility analytics

6.7.2.1
General

NWDAF supporting UE mobility statistics or predictions shall be able to collect UE mobility related information from NF, OAM, and to perform data analytics to provide UE mobility statistics or predictions.

The consumer of these analytics may indicate in the request:

-
The Target of Analytics Reporting which is a single UE or a group of UEs.

-
Analytic Filter Information containing optional list of TA or Cells, optional maximum number of results

-
An Analytics target period indicates the time period over which the statistics or predictions are requested.

-
Preferred level of accuracy of the analytics (low/high).
NEXT CHANGE

6.7.2.3
Output Analytics
The NWDAF supporting data analytics on UE mobility shall be able to provide UE mobility analytics to consumer NFs or AFs. The analytics results provided by the NWDAF could be UE mobility statistics, UE mobility predictions:
-
UE mobility statistics is defined in the Table 6.7.2.3-1.

Table 6.7.2.3-1: UE mobility statistics
	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI.

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot (average and variance)

	  > UE location (1..max)
	Observed location statistics

	      >> UE location
	TA or cells which the UE stays

	      >> Ratio
	Percentage of UEs in the group (in case of an UE group)


-
UE mobility predictions is defined in the Table 6.7.2.3-2.

Table 6.7.2.3-2: UE mobility predictions
	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, or SUPI.

	Time slot entry (1..max)
	List of predicted time slots

	  >Time slot start
	Time slot start time within the Analytics target period

	  > Duration
	Duration of the time slot 

	  > UE location (1..max)
	Predicted location prediction during the Analytics target period

	      >> UE location
	TA or cells where the UE or UE group may move into

	      >> Confidence
	Confidence of this prediction

	      >> Ratio
	Percentage of UEs in the group (in case of an UE group)


The results for UE groups address the group globally. The ratio is the proportion of UEs in the group at a given location at a given time.

The number of time slots and UE locations is limited by the maximum number of results provided as input parameter. 

The time slots shall be provided by order of time, possibly overlapping. The locations shall be provided by decreasing value of ratio for a given time slot. The sum of all ratios on a given time slot must be equal or less than 100%. Depending on the list size limitation, the least probable locations on a given Analytics target period may not be provided.

NEXT CHANGE

6.7.3
UE Communication Analytics

6.7.3.1
General

In order to support some optimized operations, e.g. customized mobility management or QoS improvement, in 5GS, an NWDAF may perform data analytics on UE communication pattern and user plane traffic, and provide the analytics results (i.e. UE communication statistics or prediction) to NFs in the 5GC.
An NWDAF supporting UE Communication Analytics collects per-application communication description from AFs. If consumer NF provides an Application ID, the NWDAF only considers the data from AF and SMF that corresponds to this application ID. 

The consumer of these analytics may indicate in the request:

-
The Target of Analytics Reporting which is a single UE or a group of UEs.

-
Analytic Filter Information containing optional list of analytics subset(s)

-
An Analytics target period indicates the time period over which the statistics or predictions are requested.

-
Preferred level of accuracy of the analytics (low/high).
NEXT CHANGE

6.7.3.3
Output Analytics
The NWDAF supporting UE Communication Analytics provides the analytics results to consumer NFs. The analytics results provided by the NWDAF includes the UE communication statistics or predictions.

UE communication statistics are defined in the Table 6.7.3.3-1.

Table 6.7.3.3-1: UE Communication Statistics

	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7 or SUPI.

	UE communications (1..max)
	List of communication time slots.

	  > Periodic communication indicator
	Identifies whether the UE communicates periodically or not.

	  > Periodic time
	Interval Time of periodic communication (average and variance) if periodic.

Example: every hour

	  > Scheduled communication time
	Time zone and Day of the week when the UE may be available for communication (average and variance).

Example: Time: 13:00-20:00, Day: Monday

	  > Start time
	Start time observed (average and variance)

	  > Duration time
	Duration interval time of communication (average and variance).

	  > Traffic characterization
	DNN, ports, other useful information.

	  > Traffic volume 
	Volume UL/DL (average and variance).

	  > Ratio
	Percentage of UEs in the group (in case of an UE group).


UE communication predictions are defined in the Table 6.7.3.3-2.

Table 6.7.3.3-2: UE Communication Predictions

	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7 or SUPI.

	UE communications (1..max)
	List of communication time slots.

	  > Periodic communication indicator
	Identifies whether the UE communicates periodically or not.

	  > Periodic time
	Interval Time of periodic communication (average and variance) if periodic.

Example: every hour.

	  > Scheduled communication time
	Time zone and Day of the week when the UE may be available for communication.

Example: Time: 13:00-20:00, Day: Monday.

	  > Start time
	Start time predicted (average and variance).

	  > Communication duration time
	Duration interval time of communication.

	  > Traffic characterization
	DNN, ports, other useful information.

	  > Traffic volume 
	Volume UL/DL (average and variance).

	  > Confidence
	Confidence of the prediction.

	  > Ratio
	Percentage of UEs in the group (in case of an UE group).


The results for UE groups address the group globally. The ratio is the proportion of UEs in the group for a given communication at a given time and duration.

The number of UE communication entries (1..max) is limited by the maximum number of results provided as input parameter. The communications shall be provided by order of time, possibly overlapping.

Depending on the list size limitation, the least probable communications on a given Analytics target period may not be provided.

The analytics subset Periodic communication information shall be provided only if the parameter Periodicity Detection was requested.
NEXT CHANGE

6.7.4
Expected UE behavioural parameters related network data analytics

6.7.4.1
General

The clause 6.7.4 defines how a service consumer learns from the NWDAF the expected UE behaviour parameters as defined in clause 4.15.6.3, TS 23.502 [3] for a group of UEs or a specific UE.

The service consumer may be an NF (e.g. AMF, UDM, AF), or the OAM.

The consumer of these analytics shall indicate in the request:

-
Analytics Id set to "UE Mobility" or "UE Communication".

-
The Target of Analytics Reporting can be any UE or an Internal Group Identifier. 

-
An Analytics target period, which indicates the time period over which the statistics or predictions are requested.

-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.

The NWDAF shall notify the result of the analytics to the consumer as indicated in clause 6.7.4.3.
NEXT CHANGE

6.7.5
Abnormal behaviour related network data analytics

6.7.5.1
General

This clause defines how to identify a group of UEs or a specific UE with abnormal behaviour, e.g. being misused or hijacked, with the help of NWDAF.

NOTE 1:
The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
The consumer of this analytics could be a 5GC NF. The 5GC NF subscribes analytics on abnormal behaviour from a NWDAF based on the UE subscription, network configuration or application layer request.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription. 

The consumer of this analytics shall indicate in the request:

-
Analytics Id set to "Abnormal behaviour";
-
The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;
-
Optionally an Application ID, DNN or S-NSSAI;
-
An Analytics target period indicates the time period over which the statistics or predictions are requested;
-
Analytics Filter Information: optional expected UE behaviour, expected analytics type or list of Exception IDs with associated thresholds, where the expected analytics type can be mobility related, communication related or both;
NOTE 2:
The expected analytics type generally indicates whether mobility or communication related abnormal behaviour analytics or both are expected by the consumer, and the list of exception IDs indicates what specific analytics are expected by the consumer, the expected analytics type and the list of Exception IDs are not presented simultaneously.
-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.

When the NWDAF detects those UEs that deviate from the expected UE behaviour, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.7.5.3.
 END OF CHANGES
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